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INTRODUCTION  
 

Internet security threats have plagued commercial web applications for a long time. The 

threats analyzed include phishing, broken access control, and malicious code injection. 

Countermeasures and mitigations to these threats have also been suggested. A survey conducted 

by Gartner shows that 70% of the internet attacks occur at the application level layer. Hence, it is 

important to understand that the web application itself is used to attack the application. The 

mechanism of these attacks is to put data in the fields of the application. The data that is entered 

is not genuine data, but some code or commands which would execute on the server, causing 

undesirable effects. Secure Socket Layers (SSLs) and firewalls do not work against such 

application attacks, since the attacks strings are part of valid HTTP traffic. 

 

There are varieties of techniques that hackers use to break into web applications.  An 

application break-in is associated with bad publicity, as well as a loss of money and credibility to 

the owner of the application. Business is done on trust, and it is very difficult to recover from a 

loss of credibility. An application that is hosted on the web has to be robust in order to withstand 

attacks. It needs to be designed, developed and deployed with security in mind; security cannot 

be an afterthought. The cost of patching an application after deployment is much more than 

building the application with a focus on security. A secure mindset keeps on anticipating the 

failures that can take place in every component of the system. Hence, it is of paramount 

importance to understand these threats from both the perspective of the attacker (for early secure 

defense) as well as that of the user (for security incidence response). 

�
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PHISHING  

What is Phishing? 

There have been many different internet security threats that have risen with changes in 

technology. However, with opportunities and distributions of personal information online, 

phishing has emerged as one of the largest threats to users. Phishing is “the process of tricking or 

socially engineering an organization’s customers into impairing their confidential information for 

nefarious use” (Krone). In other words, phishing is a way to elicit personal data from a user and 

then commit fraud using that data. Phishers will use a human or technical vulnerability to trick 

online users to distribute personal information or do things the users would not normally do, if 

they were fully aware of the consequences. 

The objective of phishing is to “obtain information about people to commit fraud” 

(Krone). Phishing is a type of identity theft, and not only will the phisher gain millions of dollars, 

but he or she will also gain access to personal records and accounts, as long as the victim does 

not realize they are part of a phishing attack. Normally, phishing takes place through the form of 

a mass e-mail, which points users to a phishing website. 

 

History 

The term phishing was first coined in 1996. It is a deliberate play on words of “fishing” 

(Phishing Overview). The process of fishing is analogous to the process of phishing: a fisherman 

baits the fish so that he can capture it. Similarly, a phisher carefully baits a user into giving him 

or her personal information and sensitive data. Phishing, however, is a topic that has been around 

for quite a while, and there is a rich history behind phishing. 
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In the early 1990s, hackers often wrote programs that were run on multi-user computer 

systems to gain the login and password combinations of all users on that system. These programs 

imitated the normal login process, but the correct login and password were automatically emailed 

to the hacker. This was still a form of phishing, because personal information was being obtained 

illegally. Around the same time, people were stealing America Online account information and 

sending instant messages to potential victims (Phishing Overview). 

By 2002, phishing attacks were prominent everywhere. Not only did phishers target 

emails that had many grammatical mistakes, but they were also creating fake URLs. As time 

progressed, phishers became more sophisticated at developing and administering attacks, and as 

a result, attacks were harder to find. In 2004, Gartner estimated that about 57 million Americans 

were targeted within 12 months and phishing frauds cost $1.2 billion (Phishing Overview). 

“While spam was (and continues to be) annoying, distracting and burdensome to all its 

recipients, phishing has already shown the potential to inflict serious losses of data and direct 

losses due to fraudulent currency transfers” (Krone). Moreover, what was originally just tricking 

users has now expanded into various different fields, include fake websites and screen captures, 

which are developed not just through servers, but through any form of electronic communication 

(Krone). 

 

Types of Phishing 

Dragnet Method 

The dragnet method is the most common technique of phishing. In fishing, a dragnet is a 

“net to be drawn along the bottom of a river, pond, etc., or along the ground, to catch fish, small 

game, etc" (Dictionary.com). In cybercrime, dragnet phishing is a method that involves the use 
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of spammed emails, bearing falsified corporate identification such as trademarks, logos, and 

corporate names. These emails are addressed to a large class of people, such as customers of a 

particular financial institution or members of a particular auction site, to websites or pop-up 

windows with similarly falsified identification (Rusch). Dragnet phishers do not identify specific 

prospective victims in advance. Instead, they rely on the false information that is included in the 

email to prompt an instant response by victims who typically click on the links in the body of the 

email. The link takes the user to the websites or pop-up windows where they are requested to 

enter bank or credit-card account data or other personal data (Rusch). 

Case Examples 

·  On January 26, 2004, the Federal Trade Commission filed the first lawsuit against a 

suspected phisher (Legon). The defendant, a Californian teenager, allegedly created and 

used a webpage designed to look like the America Online website, so that he could steal 

credit card numbers (Chawki). 

·  Also in 2004, there was a California federal prosecution, a 21-year-old defendant used 

spoofed eBay emails and Web pages (plus a “back-end” email account on the Web page) 

to acquire users' names and passwords, then ran fraudulent auctions on eBay under the 

victims' names (Rusch). 

·  In a 2004 Texas federal prosecution, a 20-year-old defendant, used phishing e-mails and 

websites directed at American Online and PayPal customers to access 473 credit card 

numbers, 152 sets of bank account numbers and routing numbers, and 566 sets of 

usernames and passwords for Internet services accounts. This scheme resulted in nearly 

$50,000 in fraud (Rusch). 
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Rod-and-Reel Method 

In fishing, the rod-and-reel fisherman typically use lures for specific types of fish, and 

cast in areas of streams or lakes where those fish are mostly likely to be found (Rusch). 

Similarly, in rod-and-reel phishing, phishers identify specific prospective victims in advance, and 

state false information to them to prompt their disclosure of personal and financial data (Rusch).  

Case Examples 

·  A team composed of a husband and wife worked together to access chat rooms, used 

a device to capture the screen names of chat room participants, and sent e-mails 

(pretending to be an ISP) that directed recipients to disclose their correct billing 

information, including current credit-card numbers. The phishers then used the credit-

card numbers and other personal data to arrange for wire transfers of funds via 

Western Union, but had others pick up the funds from Western Union. They were 

prosecuted in 2004 by the Connecticut federal court (Rusch). 

·  The Romanian internet fraud investigation: Alba Julia, a Romanian citizen arrested 

by the Romanian General Directorate for Combating Organized Crime (DGCCOA) in 

cooperation with the United States Secret Service, was responsible for a large scale 

"Phishing" scheme resulting in nearly $500,000 in online losses (U.S Department of 

Justice). Julia’s technique was to forward spoof emails resembling an actual auction 

web page to the attention of bidders who were not successful in an online auction. On 

this spoofed page, he advised victims of the availability of a similar item for a better 

price. Upon visiting the "sale" page, victims were asked for personal information 

including their name, bank account numbers and passwords. The victims were then 



Internet Security Threats 

 8

advised that they "won" the spoofed auction and agreed to send money to the subject 

through a spoofed escrow site created by the subject (U.S Department of Justice). 

Lobsterpot Method 

In lobster fishing, lobstermen place their lobsterpots in places along the ocean floor 

where they believe lobsters are more likely to be. Lobsters that enter the lobsterpot can then be 

harvested when the lobstermen return (Rusch). In the same way, lobsterpot phishing consists of 

the creation of spoofed websites, similar to legitimate corporate websites that specific type of 

victims are likely to look for in the Internet. In lobsterpot phishing, the phishers identify a 

smaller class of prospective victims in advance but do not rely on a call to action to redirect 

prospective victims to another site. It is enough that the victims mistake the spoofed website they 

discover on their own as a legitimate and trustworthy site (Rusch). 

Case Example 

·  On November 19th, 2003, Shawn G. Kalin had a criminal complaint filed against him for 

registering four websites identified by domain names deceptively similar to a website 

operated by DealerTrack, Inc,. This company provides services via the Internet to 

automobile dealerships located throughout the United States, such as the ability for a 

dealership to order credit reports on prospective automobile buyers and to assist these 

customers in identifying and applying for financing to purchase automobiles (U.S 

Department of Justice).   Because of the similarity to the real DealerTrack main page, the 

defendant allegedly caused a number of auto dealership employees mistakenly to enter 
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usernames and passwords at his lookalike sites, so that he could then access the real 

DealerTrack site for credit report data (Rusch). 

Gillnet Phishing 

In fishing, a gillnet is a type of passive fishing gear consisting of panels of nets held 

vertically in the water column, either in contact with the seabed or suspended from the sea 

surface, such that fish attempting to swim through them are entangled (Department of Fisheries). 

Likewise, in gillnet phishing, phishers introduce malicious code into emails and websites. In fact, 

they can misuse browser functionality by injecting hostile content into another site's pop-up 

window (Rusch). Simple actions, such as opening a particular email or browsing a particular 

website, may introduce users to vulnerabilities, such as Trojan horses, into their systems. 

Additionally, in some cases, the malicious code will change settings in users' systems, so that 

users who want to visit legitimate banking websites will be redirected to a look-alike phishing 

site. Moreover, the malicious code could record users' keystrokes and passwords when they visit 

legitimate banking sites, then transmit that data to phishers for later illegal access to users' 

financial accounts (Rusch). 

Example 

·  In 2004, a West Point teacher and National Security Agency expert Aaron Ferguson sent 

out a message to 500 cadets asking them to click a link to verify grades. The messages 

appeared to come from a Colonel Robert Melville of West Point. Over 80% of recipients 

clicked the link in the message; in response they received a notification that they’d been 
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duped and warning that their behavior could have resulted in downloads of spyware, 

Trojan horses, and/or other malware (Chawki). 

Phone Phishing 

In this latest technique, Internet users are approached by an email message similarly to the other 

phishing attack types. However, instead of being directed to a web page, users are prompted to 

call a customer service number where the person answering the phone asks users to give 

information such as an account number, personal identification number, password, or other 

valuable personal data (Microsoft). This type of phishing is becoming very popular yielding a 

high success rate (WorldStart.com). 

Example 

·  On November 2007, emails from a credit union were sent to victims where they were 

asked to call the credit union on a provided phone number. The email stated “ Due to 

unusual levels of fraud we have had to suspend any future authorizations being conducted 

with your VISA Check Card in Mexico and United States. If you want this restriction to 

be removed from your account please call us immediately. Call (877) 228-0944 to have 

this restriction removed. We apologize for any inconvenience this may cause. (Frantzen)” 

One of the Internet Storm Center’s handlers called the number and was greeted by an 

automated system that asked him for credit card numbers, pin, expiration date, etc 

(Frantzen). 
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Defenses and Countermeasures 
 

Although phishing comes in many different types and forms, there are some general 

techniques that can be used in order to help prevent phishing attacks from taking place. 

Technological Measures 

According to a survey conducted in November 2004, over 6,000 consumers in the United 

Kingdom, United States, and four other countries are unaware of spam warnings or ignore them 

(Rusch). Moreover, spam increases the threat of phishing by allowing phishers another possible 

entrance for attack. One way to help prevent this is to educate potential victims and ensure that 

they do not open spam emails or respond to spam. These technological measures will help ensure 

that spam is ignored by users and will hopefully help prevent phishing attacks. 

First and foremost, private sectors should take responsibility to make sure their customers 

do not receive spam. In order to do this, phishing websites need to be identified right away. After 

these websites are identified, the private sector companies should develop and distribute tools 

that will help customers distinguish between legitimate and phishing websites. 

Organizations, such as the Anti-Phishing Working Group, have gone to extensive measures 

to try and prevent phishing attacks. Some of their efforts include (Rusch): 

·  Monitoring domain name registries in order to ensure trademarks are not being violated 

by copyright on infringement laws 

·  Development of strong mail server and website server authentication to help keep 

phishers out of corporate websites 

·  Authentication of digital signatures with both desktop verification, as well as gateway 

verification 
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Another proposed technological solution is message source analysis. Message source 

analysis involves correctly identifying information of the place where a message is originated. 

From there, the computer has to determine whether or not the IP address of that origin computer 

is a trustworthy or non-trustworthy source. In order to do this, there has been a blacklist of 

“good” and “bad” IP addresses, so the computer knows how to distinguish a good website from a 

fraudulent website (Chawki). The disadvantage to this strategy, however, is that if phishers 

realize their IP address have been discovered, they can easily register a new IP address and 

continue phishing until they are caught again. 

Having an intrusion detection system, such as honeypots, is another good tactical defensive 

measure. “A honeypot is a trap set to detect, deflect or in some manner counteract attempts at 

unauthorized use of computer systems” (Chawki). By using a honeypot, phishing websites can 

be closely monitored, and moreover, it can act as an early warning tool. Furthermore, although a 

honeypot is often a computer system, it can also come in the forms of data records, unused IP 

address space, or files (Chawki). Since honeypots do not have any production value, they only 

pinpoint illegal activities and phishing, not any legal activities or authentic websites. 

Making sure that information is shared to the correct people is also another defensive 

measure against phishing. The Internet Crime Prevention and Control Institute (ICPCI) has taken 

action again phishers. ICPCI is also trying to research internet crime, especially phishing, in 

order to try and predict future crimes. Another responsibility includes trying to educate the 

public, as well as various organizations (such as the American Bankers Association) about 

phishing scams and frauds. Hopefully, these private organizations will start to use tools available 

to them in order to build protective measures against phishing. 
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An anti-phishing toolbar is very useful for catching phishing websites. An anti-phishing 

toolbar is “effectively a giant neighborhood watch scheme to defend every internet user against 

phishing acts” (Chawki). The toolbar is designed to trap URLs that could potentially be phishing 

websites, as well as to block pop-ups, so that phishing websites cannot be opened through a click 

of a link. Certain anti-phishing toolbars even display the country of the IP address where the 

website is being hosted. This way, a user can decide for himself if the website is part of a 

phishing scam or not. 

Legislative Measures 

In 1998, the United States federal government passed the Identity Theft and Assumption 

Deterrence Act (Chawki). This act condemns people for wire fraud, credit card fraud, bank fraud, 

and computer fraud. Before 1998, these frauds were not included in the law. However, since 

there was a dramatic increase of phishing attacks, this amendment was made to the federal law. 

With this law in place, the government hoped to see a decrease in the amount of phishing scams. 

Not only was phishing stated to be fraudulent behavior in federal law, but the same was true for 

state statutes. Many states also amended documents of information infringement to include 

phishing, stating that this act violates their legislative statutes. With rapidly changing technology, 

however, phishing scams were only growing more popular. Therefore, another form of anti-

phishing was proposed: prosecution. 

Punishments for fraud and phishing have been up to forty-six months long of 

imprisonment for a single act of phishing. If prosecution was more actively carried out, phishers 

may be less likely to even try phishing or would reduce the number of phishing acts, since the 

probability of getting caught could be higher. In 2001, the United States Department of Justice 

executed a string of coordinated operations, which were mostly federal investigations, to help 
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prosecute phishers. This was partly in result of completed research (from November 2000) 

stating that a few companies tried to increase customer awareness of phishing (Chawki), but 

most companies still tended to ignore threats of phishing. It is crucial that companies promote 

security and increase user education in order to ensure less phishing attacks take place on their 

products. 

Layered Protection: A Defensive Measure 

Protecting companies from threats, even after educating all employees, can be very 

difficult. It is important to make sure that everybody is following the same techniques so that all 

protection can be ensured. Therefore, it is best to protect company systems is to protect them at 

three levels: client-side (this includes user’s PC), server-side (includes custom applications and 

business’ internet applications), and enterprise (distributed technologies and third-party 

management services). 

Client-Side Protection 

The first level of protection occurs at client-side systems. This includes all home systems, as 

well as small corporate systems. Client-side systems are often the “forefront of phishing.” 

Although the solutions for phishing are constantly changing, the following techniques protect 

client-side systems with fair success (Technical Info: Making Sense of Security): 

·  Desktop protection agencies: Multiple desktop anti-virus software programs often come 

installed with home computers these days. These programs are capable of providing local 

anti-virus protection, a personal firewall, a personal IDS (intrusion detection system), a 

personal anti-spam filter, and spyware detection. Some solutions that have been 

implemented recently, with desktop protection agencies, include being able to 

automatically spot malicious websites, the ability to quarantine spam messages, and 
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blocking of inbound and outbound messages from unknown sources. Advantages of this 

technique include local defense awareness, protection overlapping, and defense-in-depth, 

while disadvantages include cost inefficiency, subscription renewals, and complexity and 

manageability. 

·  Utilization of appropriate less sophisticated communication settings: The complexity of 

email has been rising daily. Although some of this complexity is needed for developers 

and large companies, for the most part, simple communication and email techniques will 

be more than enough for the average user. Disabling HTML-based email and using plain-

text and also disabling automatic downloads of attachments will help prevent phishing 

scams. Some advantages of lack of email sophistication include overcoming HTML 

obfuscations and attachment viruses, but readability, message limitations, and onerous 

blocking are all disadvantages. 

·  Locking down browser capabilities: The use of different web browsers allows for 

different functionalities and different security protection options. None of these options 

alone, however, protect users against phishing. Because of this variety, browser 

capabilities are often referred to as “jack of all trades, master of none” (Technical Info: 

Making Sense of Security), and no single user is required to use all of the functionality 

opens. In order to help prevent phishing attacks, web browsers should provide the 

following protection options: disable pop-up window functionality, disable Java runtime 

support, disable ActiveX support, disable multimedia extensions, prevent storage of non-

secure cookies, and disable automatic downloads. Moreover, avoiding use of Microsoft’s 

Internet Explorer (95% of internet attacks take place in this browser) will greatly 

decrease chances of phishing. Some advantages of browser capabilities include 
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immediate security improvements and speed, while disadvantages include loss of 

extended functionality, rendering of complex web applications, and plug-ins 

responsiveness. 

·  Digital signing and validation of email: Using a public/private key encryption system for 

a digital signature will help prevent phishing attacks. The public key is a one-way hash 

function, and if someone does not have the correct function, then they will not be able to 

decrypt the key and read the message in a timely manner. Two popular digital signatures 

are S/MIME and PGP. Advantages of digital signatures include popular business 

standards, identity audit trails, and trust relationships, while disadvantages include web-

based email support, misleading domains, and revocation checking. 

·  General security awareness: There are many different general vigilance techniques will 

help prevent phishing techniques. Some basic techniques include not answering to 

warning emails about account shutdowns (unless user provides personal information) , 

not responding to HTML emails with embedded submission forms, avoid emailing 

personal and financial information, make sure that secure sites have valid and non-

expired SSL certificates, and review credit card and bank statements. The advantage to 

this is cost efficiency, but disadvantages include information overload and a changing 

battlefield. 

Server-Side Protection 

After providing and completing client-side protection, the next step should be to protect the 

server. Protecting the server will help prevent future phishing attacks. Similar to client-side 

protection, there are many different means of protections for protecting a server, which include 

the following (Technical Info: Making Sense of Security). 
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·  Improve customer awareness: Organizations should always make sure their customers 

have knowledge of the most current phishing threats (even just general threats). It should 

also be clear how protected communication between company personnel and customers 

takes place, and if there are changes, all users must be informed in a timely manner. 

Some ways to improve customer awareness include giving constant reminders to 

customers, provide an easy method to report anything that looks like a phishing scam or 

looks suspicious, provide information on how to verify the integrity of a website, 

establish and enforce communication policies, and ensure quick responses of phishing 

scams that have been identified. Some advantages of increasing customer awareness 

include low cost and low tech solutions, while some disadvantages include information 

overload and having to consistently keep all users updated. 

·  Validating Official Communications: Some ways to ensure and validate official 

communications between customers can also be used to protect the server against 

phishing attacks. Some of these techniques include email personalization, revealing only 

parts of confidential data (such as the last four digits of a credit card number or social 

security number), referral to previous email messages, use of digital signatures, 

availability of web application validation portals (After copying and pasting a message 

into the portal, the application will state whether or not the message seems authentic or 

not.), and visual or audio personalization of email. An advantage of this is that it is very 

efficient, but some disadvantages include the fact that additional resources are needed, as 

well as customer awareness working to its full potential.  

·  Custom Web Application Security: Because organizations often make their own websites, 

they often greatly underestimate the threat of phishing. However, the increased trust 
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between the customer and the website owner often results in successful phishing attacks. 

Some methods of protection include content validation, accepting only secure sessions, 

checking and only visiting qualified URLs, ensuring authentication, and going through 

image regulation processes (to find processed images of legitimate websites but for 

illegal use). Some advantages of custom web application security include its robustness, 

cost effectiveness, and the fact that it is customer independence. Disadvantages include 

required development skills, necessity for testing, and performance overheads. 

·  Strong Token-Based Authentication: Token-based authentication is useful when single-

time or time-based passwords are used. This type of authentication can be on physical 

devices or software. By using token-based authentication, phishing is less likely, since 

passwords are not reusable. Advantages of token-based authentication include time 

dependence, physical token access, sense of trust, and anti-fraud. Some disadvantages are 

user education, token costs, setup times, high management costs, and scaling issues. 

·  Hosting and Linking Conventions: Many phishing attacks try to cause confusion by 

making complex domain name services and unreadable URLs of valid websites. Non-

technical customers often do not pay attention these URLs and will follow any links they 

receive through email, thus successfully becoming a victim of a phishing attacks. In order 

to prevent this, organizations should use the same root domain, use automatic redirection, 

use host names that represent the application and its usage, use the simplest URLs 

possible, and never keep session information embedded within a URL. Advantages of 

host and linking conditions include its easy application, clearly visible identification, and 

its ease of explanation. The only disadvantage is application modification, in which host 
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names that are hardcoded would require constant updating, which can be very time 

consuming. 

Enterprise Protection 

Business and internet service providers can provide protection for both customers and 

internal users, thus protecting themselves against phishing. The following are some forms of 

enterprise-level security countermeasures (Technical Info: Making Sense of Security). 

·  Mail Server Authentication: Making sure that mail servers are protected is very 

important, because multiple methods of phishing (such as reverse resolution of an 

image or targeting of specific IP addresses) have targeted both the sending and 

receiving mail servers. Advantages of mail server authentication include easy 

configuration, anonymity prevention, and business email identification, while 

disadvantages include address spoofing in the “From:” field, email forwarding, third-

party email servers, and secure SMTP distributions. 

·  Digitally Signed Emails: Although digitally signed emails are popular for users, 

enterprises can configure email servers to automatically validate digitally signed 

emails. This is especially useful when sending emails from within an organization, so 

that the emails can get automatically validated. Phishing attacks can also take place 

with this, however, if the digital signature is figured out and used by a phisher. The 

advantages and disadvantages are the same for enterprises as they are for users.  

·  Domain Monitoring: Organizations should make sure that internet domains are 

closely protected. Domain name registers, systems, hosts, and programs should all be 

monitored to make sure there are no trademark name infringements or spoof websites 

that are developed. Two major vulnerabilities include expiration and renewal of 
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existing corporate domains and registration of similarly named domains. If either of 

these vulnerabilities are exploited, then the enterprise has suffered from a phishing 

attack. 

·  Gateway Services: Gateway protection services are a way to monitor both inbound 

and outbound communications. These services are very useful for identifying 

phishing content, whether it is located in a website, email, or another form of 

communication. Some of the services include anti-virus scanning, anti-spam filtering, 

content filtering, and proxy services. Advantages of gateway services include 

constantly updated efficiency, internet service provider independence, and preemptive 

protection. Disadvantages include traffic limitations, firewall changes, and roaming 

user protection. 

·  Managed Services: Although enterprises generally have a very high level of security, 

phishers sometimes still manage to get through to the enterprise. Through active web 

monitoring, managed services allows the enterprise to analyze email messages at a 

global level, thus being able to identify most phishing attacks before they are 

successful. Botnets are also a major part of active web monitoring, helping identify 

unauthenticated URLs or suspicious web content. Advantages include ease of use, 

wider visibility, and timely intervention, while disadvantages include the cost and 

false positive management. 

All of these defenses and countermeasures can be used to help prevent phishing attacks 

on personal and company systems. 
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General Phishing Examples 

Wachovia 

This phishing email was reported to millersmiles.co.uk on November 13, 2007 (Miller 

Smiles).  This is an example of dragnet phishing. 

·  This email asks the recipient to visit the given link in order to participate in the new 

service department’s services. The link takes users to a spoofed website that looks very 

similar to the Wachovia Bank website. Following are the email sent to users and the 

website linked in the email. 
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Bank of America 

The following phishing example shows a real email that was received very recently. The 

email was supposed to be from Bank of America. It asked the recipient to click on the link in 

order to view and resolve a security problem. When the link was clicked, the following website 

was shown. 
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However, a real Bank of America email and website look as follows. The differences can 

be seen circled in red. 
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In the real Bank of America website, the user is not given the “Enter Passcode” field. For 

security reasons, the user needs to enter the online ID first and then he/she will be prompted to 

enter the appropriate passcode given the corresponding sitekey. 
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Monster.com 

This is a sample phishing email that monster.com has available for users to see in order to 

know how these fake emails may appear. (Source: http://help.monster.com/besafe/email/). 

 

NOTE: This is not an example of phishing: it is an example of user education through 

prevention. 

 

Recommendations for Internet Users 

The following are a list of recommendations, by Chawki, that internet users should really 

execute, in order to help reduce the threat of phishing. 
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·  Choose safer software 

·  Avoid using peer-to-peer programs 

·  Back up data 

·  Make good passwords 

·  Do not share personal information online 

·  Do not believe everything that is readable on a website 

·  Check bank statements with some amount of frequency 

·  Install a firewall 

·  Install patches 

·  Pull the plug 

·  Turn off unnecessary services 

·  Close used accounts 

The Criminal Division of the United States Department of Justice (Special Report on 

Phishing) suggests using a three-step method if users see a suspicious phishing website. 

1) Stop: Internet users can sometimes be impulsive when they see exciting or upsetting 

news. Phishers often use this technique to make people click on their websites. Users, 

however, should always be careful and make always examine the email for a little bit 

longer before clicking any redirection links. 

2) Look: Users should look and examine the claims that are made to make sure they do not 

ask for too much personal information. 

3) Call: If the email seems to be from a legitimate financial institution or a bank, but it is 

asking for too much information, call the institution to make sure the email is actually 
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from the company. If it is not, the institute is aware of the threat and can take action. If 

the email is legitimate, it is safe to open for the users. 

The above recommendations can be used in combination in order to help further prevent 

phishing attacks. 
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BROKEN ACCESS CONTORL 
 
What is Broken Access Control (BAC)? 

Broken Access Control is one of the top-most threats in information security. It is a part 

of the OWASP (Open Web Application Security Project) Top 10.  Access control is a very 

important aspect to be considered in web applications.  It is of paramount importance to protect 

the information of every user on the system (in a web application) and to assure that this 

information cannot be accessed or modified by any other user other than the genuine user to 

guarantee data integrity for the user. 

Access control is also known as authorization. Authorization defines what is the user is 

allowed to do in a web application. Access control is how a web application grants access to 

content and functions to some users and not others. These checks are performed after 

authentication and govern what authorized users are allowed to do. A web application’s access 

control model is closely tied to the content and the functions that the site provides. In addition, 

the users may fall into a number of groups or roles with different abilities or privileges. Broken 

access controls occur when restrictions on authenticated user privileges are not properly 

enforced. Attackers can exploit these flaws to access other user accounts, view sensitive files, or 

use unauthorized functions. 

Developers frequently underestimate the difficulty of implementing a reliable access 

control mechanism. Many of these schemes were not deliberately designed, but have simply 

evolved along with the website. In these cases, access control rules are inserted in various 

locations all over the code. As the site nears deployment, the ad hoc collection of rules becomes 

so unwieldy that it is almost impossible to understand. Many of these flawed access control 

schemes are not difficult to discover and exploit. Frequently, all that is required is to craft a 
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request for functions or content that should not be granted. Once a flaw is discovered, the 

consequences of a flawed access control scheme can be devastating. In addition to viewing 

unauthorized content, an attacker might be able to change or delete content, perform 

unauthorized functions, or even take over site administration (OWASP). 

One specific type of access control problem is administrative interfaces that allow site 

administrators to manage a site over the Internet. Such features are frequently used to allow site 

administrators to efficiently manage users, data, and content on their site. In many instances, 

sites support a variety of administrative roles to allow finer granularity of site administration. 

Because of their power, these interfaces are frequently prime targets for attack by both outsiders 

and insiders. 

 

Types of Models 

Authorization Models 

The mitigation for broken access control lies in controlling what the user is allowed to do in a 

web application. For this purpose, it is important to define an authorization data model to restrict 

the access given to a user in a web application (Shekar Jha – Identity Access Management). The 

following components typically form the parts of the authorization data model: 

1. Users and their organization into groups, roles, client organizations, etc. 

2. Resources and their organization into hierarchy, groups, etc. 

3. Actions and some form of their organization. 

4. Attributes of the user, resources (and maybe actions), and environment that help perform 

fine-grained evaluations. 
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5. Policies which are the business rules (i.e. a combination of corporate, LOB, and application 

security rules) that bring together the user, resource, actions, their organizations and 

attributes. 

Most of the time, the application authorization data model  is not built around the simple 

user, role, resource, action system (unless the architects were really building under the 

constraints of following that model and the business requirements were simple enough) that 

automatically translates to the model provided by most of the vendors. The actual translation of 

the application model to a vendor specific model (which varies greatly in its richness and 

complexity) is dependent on various constraints including the following: 

1. Manageability requirements 

2. Data location and synchronization 

3. Authorization queries that need to be fulfilled now and in the future 

4. Flexibility required in the future 

5. Usage of performance of vendor functionality 

Thus, there is no single way to transform an application authorization model to a vendor 

specific data model. Therefore, coming up with a methodology which takes into 

consideration the various possible issues (like some specified above) is the best way to do it. 

Access Control Models 

There are three major access control models: discretional access control, mandatory 

access control, and role based access control (CGI-SECURITY). 

Discretionary Access Control 

Discretionary Access Control (DAC) is a means of restricting access to information based on 

the identity of users and/or membership in certain groups. Access decisions are typically based 
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on the authorizations granted to a user, based on the credentials he presented at the time of 

authentication (username, password, hardware or software token, etc.). In most typical DAC 

models, the owner of information or any resource is able to change its permissions at his 

discretion (including the name). DAC has the drawback of the administrators not being able to 

centrally manage these permissions on files/information stored on the web server. A DAC access 

control model often exhibits one or more of the following attributes. 

1. Data owners can transfer ownership of information to other users. 

2. Data owners can determine the type of access given to other users (read, write, copy, etc.). 

3. Repetitive authorization failures to access the same resource or object generate an alarm and 

could restrict the user's access. 

4. Special add-on or plug-in software is required to apply to an HTTP client to prevent 

indiscriminant copying by users ("cutting and pasting" of information). 

5. Users who do not have access to information should not be able to determine its 

characteristics (file size, file name, directory path, etc.). 

6. Access to information is determined based on authorizations to access control lists, user 

identifiers, and group membership. 

Mandatory Access Control 

Mandatory Access Control (MAC) ensures that the enforcement of organizational security 

policy does not rely on voluntary web application user compliance. MAC secures information by 

assigning sensitivity labels on information and comparing this to the level of sensitivity a user is 

operating at. In general, MAC mechanisms are more secure than DAC, yet have tradeoffs in 

performance and convenience to users. MAC mechanisms assign a security level to all 

information and each user, and ensure that all users only have access to that data for which they 
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have a clearance. MAC is usually appropriate for extremely secure systems, including multilevel 

secure military applications or mission critical data applications. A MAC model often exhibits 

one or more of the following attributes. 

1. Only administrators, not data owners, make changes to a resource's security label. 

2. All data is assigned security level that reflects its relative sensitivity, confidentiality, and 

protection values. 

3. All users can read from a lower classification than the one they are granted (A “secret” user 

can read an unclassified document.). 

4. All users can write to a higher classification (A secret user can post information to a top 

secret resource.). 

5. All users are given read/write access to objects only of the same classification (A secret user 

can only read/write to a secret document.). 

6. Access is authorized or restricted to objects based on the time of day, depending on the 

labeling on the resource and the user's credentials (driven by policy). 

7. Access is authorized or restricted to objects, based on the security characteristics of the 

HTTP client (e.g. SSL bit length, version information, originating IP address or domain, etc.) 

Role Based Access Control 

In Role-Based Access Control (RBAC), access decisions are based on an individual's 

roles and responsibilities within the organization or user base. The process of defining roles is 

usually based on analyzing the fundamental goals and structure of an organization and is usually 

linked to the security policy. For instance, in a medical organization, the different roles of users 

may include doctor, nurse, attendant, nurse, patient, etc. These members require different levels 

of access in order to perform their functions. However, the types of web transactions and their 
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allowed context vary greatly, depending on the security policy and any relevant regulations 

(HIPAA, Gramm-Leach-Bliley, etc.). 

An RBAC framework should provide web application security administrators with the ability 

to determine who can perform what actions, when, where, in what order, and under specific 

relational circumstances. The following aspects exhibit RBAC model attributes. 

1. Roles are assigned based on organizational structure with emphasis on the organizational 

security policy. 

2. Roles are assigned by the administrator based on relative relationships within the 

organization or user base. For instance, a manager would have certain authorized transactions 

over his employees. An administrator would have certain authorized transactions over his 

specific realm of duties (backup, account creation, etc.). 

3. Each role is designated a profile that includes all authorized commands, transactions, and 

allowable information access. 

4. Roles are granted permissions based on the principle of least privilege. 

5. Roles are determined with a separation of duties in mind so that roles will not have 

overlapping responsibilities. 

6. Roles are activated statically and dynamically as appropriate to certain relational triggers 

(help desk queue, security alert, initiation of a new project, etc.) 

7. Roles can be only be transferred or delegated using strict sign-offs and procedures. 

8. Roles are managed centrally by a security administrator or project leader.  
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Recommendations for Internet Users 

According to the Information Security Magazine, the following are a list of best practices for 

internet users, especially within a company. 

1. Use SSL. Any traffic that contains sensitive information should be encrypted to prevent 

sniffing attacks. 

2. Mark cookies using the "secure" parameter of the “Set Cookie” response header. 

3. Do not roll own authorization. Off-the-shelf authorization features, such as those that come 

with Web application platforms like ASP.NET are likely to have received more scrutiny in real-

world environments than anything developed from scratch by even the largest Web application 

development shops.  

4. Do not include personally sensitive data in the token. Not only does this lead to session 

hijacking but if the data is disclosed, the user is at risk for more than just one randomly generated 

session. The attacker may have stolen their government ID, secret password, or other information 

that was used to populate the token. 

5. Regenerate session IDs upon privilege changes. Most Web applications assign a session ID 

upon the first request for a URL, even for anonymous users. If the user logs in, then the 

application should create and assign a new session ID to the user. This not only represents that 

the user has authenticated, but it reduces the chances of eavesdropping attacks if the initial access 

to the application wasn't conducted over SSL. It also mitigates against session fixation attacks, 

where an attacker goes to a site and gets a session ID, then e-mails it to the victim and allows 

them to log in using the ID that the attacker already knows. 

6. Enforce session time limits to close down the window for replay attacks. Invalidate state 

information and session IDs after a certain period of inactivity (10 minutes or so) or a set period 
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of time (perhaps 30 minutes). In addition to relative per-session expiry, there should be global 

absolute limits set on session lengths, to prevent attacks that attempt to fix session IDs far into 

the future. Moreover, the server should invalidate the ID or token information, not the client. 

7.  Enforce concurrent login limits. Disallow users from having multiple, concurrent 

authenticated sessions to the application. This could prevent malicious users from hijacking or 

guessing valid session IDs. 

 

Defenses and Countermeasures 

The most important step is to think through an application’s access control requirements 

and capture it in a web application security policy. Use of an access control matrix to define 

access control rules can really help build a web application security policy. Without 

documentation of a security policy, there is no definition of security for that particular website. 

The policy should state which users can access the system, along with each user’s functions and 

list of what is allowed to be accessed. The access control mechanism should be extensively 

tested to be sure that there is no way to bypass it. This testing requires a variety of accounts and 

extensive attempts to access unauthorized content or functions (OWASP). 
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Figure 1: Access Control Matrix 

 

Some specific access control issues are as follows. 

Insecure IDs 

Most web sites use some form of ID, key, or index as a way to reference users, roles, 

content, objects, or functions. If an attacker can guess these IDs and the supplied values are not 

validated for the current user, the attacker can exercise the access control scheme freely to gain 

access to parts of the user’s system. Web applications should not rely on the secrecy of any IDs 

for protection.  

Forced Browsing Past Access Control Checks 

Many sites require users to pass certain checks before being granted access to certain 

URLs that are typically ‘deeper’ down in the site. These checks must not be bypassed by a user 

that simply skips over the page with the security check.  

Path Traversal 

This attack involves providing relative path information (e.g., “../../target_dir/target_file”) 

as part of an information request. Such attacks try to access files that are normally not directly 
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accessible by anyone. These files would otherwise be denied if requested directly. Such attacks 

can be submitted in URLs, as well as any other input that ultimately accesses a file (i.e., system 

calls and shell commands).  

File Permissions 

Many web and application servers rely on access control lists provided by the file system 

of the underlying platform. Even if almost all data is stored on backend servers, there are always 

files stored locally on the web and application servers that should not be publicly accessible. 

Some of these files include configurations, default settings, and scripts. Only files that are 

specifically intended to be presented to web users should be marked as readable using the OS’s 

permissions mechanisms. Most directories should not be readable, and very few files, if any, 

should be marked as executable. 

Client-Side Caching 

Many users access web applications from shared computers located in libraries, schools, 

airports, and other public access points. Browsers frequently cache web pages that can be 

accessed by attackers to gain access to otherwise inaccessible parts of sites. Developers should 

use multiple mechanisms, including HTTP headers and meta tags, to be sure that pages 

containing sensitive information are not cached by user’s browsers.  

 

General Broken Access Control Example 

The following example is a set of screenshots showing how a broken access control attack can 

take place. 
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Step 1: Logged into the site using username: risenwall. 
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Step 2: User Ray Gonsalves is now inside the system. 
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Step 3: Monthly Report for Ray Gonsalves. Observe the URL has a special number. Let’s try 

tampering with this number. 
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Step 4: On tampering the URL parameter, the attacker has gained access to DHIVYA’s account. 

This exploits the broken access control vulnerability of the system. 
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Step 5: After clicking the “Email this report to me” button, DHIVYA’s email address is revealed, 

thereby opening an avenue for other attacks, such as social engineering. 
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CODE INJECTION  
 

 
What is Code Injection? 

Code injection is a technique used to introduce code into a computer program or system 

by taking advantage of the uninformed and unchecked system assumptions about inputs. Web 

applications typically interact with a back-end database to retrieve persistent data. The data is 

then presented to the user in the form of dynamically generated output, such as HTML web 

pages. This interaction, however, is commonly performed through a low-level API by 

dynamically constructing query strings within a general-purpose programming language. 

Because the structure of the output language is not considered, this low-level interaction could 

potentially be ad hoc. Moreover, if not properly sanitized, user input can cause the web 

application to generate unintended output, which is known as a command injection attack. 

Injection attacks have becoming increasingly more common, and thus, present a serious threat to 

web application security. There are various types of malicious code injection which can be 

exploited by an attacker, but there are also different countermeasures that can be taken to defy 

such possible attacks. 

 

Types of Code Injections 

SQL Injections 

SQL (Structured Query Language) was primarily designed to manipulate relational 

databases by enabling the user to access data, create database schemas, and to manage the data in 

the database according to the needs of the user.  
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SQL injection attacks pose a serious security threat to Web applications, since they allow 

attackers to obtain unrestricted access to the databases, and thus, exposing sensitive information 

these databases might possess (Halfond). 

An attacker can launch an injection attack by inserting SQL statements into a query by 

modifying the query which is passed to the application. Therefore, the input to the query is 

altered in variety of ways, thus compromising the overall security of the web application. SQL 

injection can occur when an application uses input to construct dynamic SQL statements or when 

it uses stored procedures to connect to the database.  

Often times, the attacker is able to launch an attack by reverse engineering parts of the 

malicious SQL query from the error message, which is returned to the attacker. The attacker 

keeps on manipulating the input injection string until the attack is successfully carried out. 

The different types of SQL injection attacks can be classified into five types depending 

on their input mechanisms. 

Authorization Bypass (SQL manipulation) 

This technique would give the attacker access to the privileges possessed by the first user in the 

database. This kind of an attack is basically used to bypass the login screen, where user 

authentication is carried out. 

(Note: All code from this point onwards is courtesy of Wikipedia.com, unless source is 

otherwise noted. Any code from this source, however, was fully tested ensure its accuracy.)  

 

An example SQL statement used by the application is: 

SQL= “SELECT Username FROM Users WHERE Username= ”&Username&”’AND Password 

= ‘”&Pwd&”’”  
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StrAuthorizationChk = ExecQuery(SQL);  

If StrAuthorizationChk= “” then  

BoolAuthnticated = False;  

Else  

BoolAuthenticated = True;  

EndIF 

 

This sort of a code is usually used in website authentication. The SQL takes two inputs 

from the user: “username” and “Pwd”. This query is built to find and match the password from 

the password column in the user table, where a matching username is present in the username 

column. If both are authenticated, then the StrAuthorizationChk string will have the username in 

it. In such a scenario, if the input is not validated effectively, then the input characters could be 

manipulated by the attacker in such away that he would be authenticated even without a valid 

username and password. This can be simply done by inserting the following values as the login 

name and password parameters: 

 

Login name: ‘OR “=’ 

Password: ‘OR “=’ 

 

This will change SQL query as follows: 

SELECT Username from Users WHERE Username = “OR “=” AND Password =” OR “=” 
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            This query ends up finding a user where username is blank, “=”, or ‘nothing’ is equal to 

‘nothing’, which is always true. The same rule applies to the password. Since the very first row 

in the table will meet the criterion in the query, it will get selected, and therefore, the attacker is 

into the system. This attack is caused because the input obtained from the user is not properly 

sanitized and checked for presence of valid characters. 

 

Using UNION with SELECT 

SELECT queries are used to retrieve information from a database. Most web applications 

that use dynamic content of any kind will build pages using information returned from SELECT 

queries. The part of the query which an attacker will be able to manipulate is the query after the 

WHERE clause. Therefore, the attacker can use the UNION operator along with the select 

operation to fetch records other than those intended. 

 

SELECT CompanyName FROM Shippers  

WHERE 1 = 1  

UNION ALL SELECT CompanyName FROM Customers WHERE 1 = 1 

 

This will return the set of records from the first and second queries together. The ‘ALL’ 

clause is necessary to escape certain kinds of SELECT DISTINCT statements. The first query 

should not return any records for such an attack to materialize. Take into consideration the 

following query. 

SQLString = “SELECT FirstName, LastName, Title FROM Employees WHERE City = ‘" & 

strCity & "‘" 
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And with the following injection string: 

‘UNION ALL SELECT OtherField FROM OtherTable WHERE ‘‘=’’ 

 

The following query will be sent to the database server: 

SELECT FirstName, LastName, Title FROM Employees WHERE City = “UNION ALL 

SELECT OtherField FROM OtherTable WHERE ‘‘=’’ 

 

The database engine will inspect the Employees table, looking for a row where City is set 

to “nothing”. Since it will not find it, no records will be returned. The only records that will be 

returned will be from the injected UNION query. Such types of attacks primarily arise because of 

lack of user input validations. 

Exploiting Insert 

Many sites with bulletin boards, shopping carts, and other web portals take inputs from 

users and then later display the information to the user. This essentially means that inputs are 

stored in backend databases using INSERT commands. The abuse of INSERT statements by the 

attacker results in many rows of corrupted data in the databases. This type of attack is difficult to 

detect when dealing with tables with large amounts of rows. Attacks on the backend using 

INSERT statements are different than attacks using the SELECT statement. 

 

Normally, an INSERT statement looks as follows. 

INSERT into TableName VALUES(‘ValueOne’, ‘valueTwo’, ‘valueThree’); 
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Suppose the following sample SQL statement is used by the application. 

INSERT INTO TableName Values (‘ “ & strvalueOne & “ ‘ , ‘ “ & strvalueTwo & “ ‘ )” 

 

And the values below represent user name.  

Name: ‘ + (SELECT TOP 1 Fieldname from TableName) + ‘  

Email: attacker@xyz.com 

Phone: 12234455 

 

The resulting SQL statement looks as follows. 

INSERT INTO tableName values (‘ “ ‘ + (SELECT TOP 1 Fieldname FROM TableName ) + ’ ‘ 

, ‘xyattackerz@xyz.com’ , ‘12234455) 

 

In the above attack, the first value is the fieldname, which is an attribute in the database. 

The fieldname will be displayed in place of the username after the query is executed. Such types 

of attacks are primarily prevalent on websites where the user is empowered to change 

information regarding an entity.  

 

Using Stored Procedures of SQL Server  

Most databases use stored procedures to perform many database systems administrative 

operations. If an attacker is able to inject an SQL string successfully, then the stored procedures 

can be exploited. Access to the stored procedures depends on the privileges of the application 

user on the database. 
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Below is an example. 

SomeAsp.asp?city=Atlanta’; EXEC master.dbo.xp_cmdshell ’cmd.exe dir c: 

 

An argument is supplied at the beginning, followed by a quote; the final argument to the 

stored procedure has no closing quote. This will satisfy the syntax requirements inherent in most 

quoted vulnerabilities. There could also be parenthetical issues and additional WHERE 

statements, but there is no column-matching or data types. This makes it possible to exploit 

vulnerabilities in the same way that they are exploited in applications that do not return error 

messages. 

 

Xp_cmdshell {‘command string’} { , no_output} 

 

Master.dbo.xp_cmdshell takes a single argument, which is the command to be executed 

at the SQL server’s user level. The extended store procedure "xp_cmdshell" is stored in the 

master database and allows issuing of operating systems commands directly to the Windows 

command shell (Larsen). Having the capability to run this extended stored procedure does not 

seem like much, however, if the MSSQLSERVER service account has local administrative 

rights, this procedure can be used to perform any Windows commands. Therefore, this creates a 

major security hole. 

Defenses and Countermeasures 

Data Sanitization 

All client-supplied data needs to be cleansed of any characters or strings that could be 

used maliciously. Proper input checks must be applied at places to check if any spurious 
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characters are injected. Character sequences such as --, SELECT, INSERT, and xp_ can be used 

to perform an SQL injection attack .Such checks are essential, especially at login screens where 

the identity of the user is verified. Numbers and letters are the expected characters from users. 

Any punctuation should be converted by HTML encoding. Most kinds of SQL injection attacks 

could be avoided by properly sanitizing user inputs. 

Limit the Lengths of User Input 

The lengths of the user inputs should be restricted to certain upper limit. Keep all text 

boxes and other pertinent input fields as short as possible. In certain situations, the web 

application will be accepting a string value from the user, which will be later interpreted as an 

integer value(such as an age field). In these situations, certain checks must be put into place to 

verify if the string being entered is indeed a set of numbers. Such minor precautions go a long 

way in diffusing injection attacks. 

Modify Error Reports 

To avoid SQL injection, developers should handle or configure the error reports in such a 

way that errors should not be shown to end users. In these error reports, the entire query is 

shown, pointing to the syntax error involved. The attacker could use this information and carry 

out further injection attacks, each time making minor modifications in the query. Displaying the 

entire stack trace of any particular error should be shown to internal users only. Ideally, the error 

shown to the end users would be somewhat generalized. This will basically prevent the attacker 

from finding out the implementation intricacies related to the web application. 

Other Preventions (Sharma): 

·  The default system account (sa) for SQL server 2000 should never be used. 
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·  If extended stored procedures are not used, or have unused triggers, stored procedures, 

user-defined functions, etc, then remove them or move them to an isolated server. The 

most damaging SQL injection attacks attempt to make use of several extended stored 

procedures, such as xp_cmdshell and xp_grantlogin. Removing these procedures 

theoretically blocks the attack before occurring. 

·  Isolate database servers and web servers. Both should reside on different machines. 

Cross-Site Scripting (XSS) 
 

The widespread use of the web in nearly every aspect of everyday life has led to the 

proliferation of internet security threats. One such threat is cross-site scripting. Cross-site 

scripting is defined as a type of computer security vulnerability found in web applications which 

allows code injection by malicious users into the web pages viewed by other users. Such injected 

code can either be HTML code or client-side scripts. A cross-site scripting vulnerability can be 

exploited to bypass security controls, such as the same-origin policy. Cross-site scripting was 

originally often referred to as CSS. But, this notation was largely discontinued to avoid the 

confusion with another technology with the same abbreviation- Cascaded Style Sheets. XSS is 

now the preferred acronym. 

XSS vulnerabilities have been a major source of concern for web application developers. 

One of the main reasons that XSS is so prevalent is that developers are rather ignorant of its 

existence or of its potential dangers. Web servers delivering dynamic content to clients constitute 

a very important part of most service based web-sites. The ability to tune content and respond to 

an individual client request represents standard functionality for any successful site. However, 

because of poorly designed systems, the majority of these successful sites are vulnerable to 

attacks that focus upon the way HTML content is generated and interpreted by client browsers. 
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Attackers are often able to embed malicious HTML-based content within client web requests. 

With sufficient expertise, a malicious user can exploit these flaws by embedding scripts within 

the returned content without the knowledge of the sites visitor. 

Web browsers and web servers that dynamically generate pages based on unvalidated 

input are the main systems that are affected by this kind of attack. Sites that host discussion 

groups with web interfaces such as forums, blogs, always have vulnerabilities where one client 

can embed malicious HTML tags in a message intended for another client. When a victim (with 

scripts enabled in their browser) reads this message, the malicious code may be executed 

unexpectedly. Scripting tags that can be embedded in this way include <SCRIPT>, <OBJECT>, 

<APPLET>, and <EMBED>. 

When client-to-client communications are mediated by a server, site developers explicitly 

recognize that data input is untrustworthy when it is presented to other users. Most discussion 

group servers either do not accept such input or encode or filter it before sending it to other 

readers. 

Many Internet web sites overlook the possibility that a client may send malicious data 

intended to be used only by itself. This situation may occur when the client relies on an 

untrustworthy source of information when submitting a request. For example, an attacker may 

construct a malicious link as follows. 

<A HREF="http://example.com/comment.cgi? mycomment=<SCRIPT>malicious 

code</SCRIPT>"> Click here</A>  

When an unsuspecting user clicks on this link, the URL sent to example.com includes the 

malicious code. If the web server sends a page back to the user including the value of 

mycomment, the malicious code may be executed unexpectedly on the client. This also applies to 
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suspicious links followed in email or newsgroup messages (CERT Advisory CA-2000-02 

Malicious HTML Tags Embedded in Client Web Requests). 

In addition to scripting tags, other HTML tags, such as the <FORM> tag, have the 

potential to be abused by an attacker. By embedding malicious <FORM> tags at the right place, 

an intruder can trick users into revealing sensitive information by modifying the behavior of an 

existing form. Other HTML tags can also be abused to alter the appearance of the page, insert 

unwanted or offensive images or sounds, or otherwise interfere with the intended appearance and 

behavior of the page. 

The XSS attack can affect various systems depending on the client-side browser. The 

client may have even disabled the scripts, but an attacker can still change the appearance of the 

page. The specific impact can vary greatly, depending on the language selected by the attacker 

and the configuration of any authentic pages involved in the attack. Some not-so-prominent 

examples include: SSL-encrypted connections may be exposed, attacks may be persistent 

through poisoned cookies, attacker may access restricted web sites from the client, domain-based 

security policies may be violated, use of less-common character sets, and attacker may alter the 

behavior of forms. 

Example 

Imagine a search engine site which is open to an XSS attack. The query screen of the search 

engine is a simple single field form with a submit button, while the results page display a 

matched result, along with its corresponding text. 

Search Results for "XSS Vulnerability" 

To be able to bookmark pages, search engines generally leave the entered variables in the URL 

address. In this case, the URL would look as follows. 
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http://test.searchengine.com/search.php?q=XSS%20 

Vulnerability: 

Next, send the following query to the search engine: 

<script type="text/javascript"> alert('This is an XSS Vulnerability') </script> 

By submitting the query to search.php, it is encoded and the resulting URL look similar to: 

http://test.searchengine.com/search.php?q=%3Cscript%3 

Ealert%28%91This%20is%20an%20XSS%20Vulnerability%92%2 

9%3C%2Fscript%3E 

Upon loading the results page, the test search engine would probably display no results for the 

search but it will display a JavaScript alert which was injected into the page by using the XSS 

vulnerability (Cross site scripting / XSS - How to find &amp; fix it with a web scanner). 

Although the potential dangers have been known for a while, it is only recently that the 

flaw has been understood properly and methods to prevent web servers and clients from being 

susceptible to XSS attacks are being formulated. High profile sites have already been shown to 

be susceptible to cross-site scripting attack. Future attacks are likely to become more 

sophisticated and, through automation and exploitation of client browser vulnerabilities, many 

times more destructive. 

Types of XSS 

There are a variety of sources suggesting the different types of XSS attacks. The following is a 

brief explanation of the various categories of XSS. 

Stored or Persistent Attacks 
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Stored XSS is where an HTML page includes data stored on the Web server (e.g. from a 

database or in a message forum, visitor comments, etc.) that originally comes from user input. 

All an attacker has to do is find a vulnerable server and post an attack. From that moment on, the 

server will distribute the exploit automatically to all users requesting the vulnerable page. The 

code is now permanently stored on the target server and is passed on to every client that hits the 

server with an HTTP request and hence the malicious script is passed on. 

Reflected or Non-Persistent Attacks 

Reflected attacks are those where the malicious injected code is ‘reflected’ off the web 

server, such as in an error message, search result, or any other response that is written back 

unaltered. Reflected attacks are delivered to victims via another route, such as in an e-mail 

message, or on some other web server. A hacker would have to craft a malicious URL and make 

someone else follow/open that link: 

http://www.test.com/blah.php?whoami =<script>evilSc ript();</script> 

This can be done by sending someone a manipulated e-mail (with the link) and use 

phishing techniques to make the receiver believe that clicking on the link is a good idea. When a 

user is tricked into clicking on a malicious link or submitting a specially crafted form, the 

injected code travels to the vulnerable web server, which reflects the attack back to the user’s 

browser. The browser then executes the code because it came from a ‘trusted’ server.  

DOM-Based Attacks 

DOM-Based XSS is very similar to a reflected type. A key difference is that the attack 

code is not embedded into the HTML content back sent by the server. Therefore, all server-side 

XSS detection mechanisms fail. Instead, they are embedded in the URL of the requested page 
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and executed in the user's browser by faulty script code, contained in the HTML content returned 

by the server. 

Faulty means that the script reads a URL parameter and dynamically adds it to the 

document object model without any validation: 

document.write(document.location.href); 

This way, malicious tags are added to the DOM locally at runtime and are subsequently 

executed. This attack can attack static pages too (Wiegenstein, Schumacher, Jia, Weidemann). 

Induced XSS Attacks 

Induced XSS works if the Web server has a so-called HTTP Response Splitting 

vulnerability. Through this vulnerability an attacker can (among other bad things) change the 

entire HTML content by manipulating the HTTP header of the server's response. This is done by 

finding an unvalidated request parameter that is reflected into the HTTP response header. 

Although the cause of this XSS attack is another vulnerability, it can still be used for XSS attacks 

and reasons of completeness (Wiegenstein, Schumacher, Jia, Weidemann). 

Defenses and Countermeasures 

            Website developers can check for cross site scripting vulnerabilities, use a website 

vulnerability scanner. A web vulnerability scanner scans the entire website and automatically 

checks for cross site scripting vulnerabilities. It will indicate which URLs/scripts are vulnerable 

to these attacks so that they can be fixed easily. A web application scanner will also check for 

SQL injection and other web vulnerabilities. An Acunetix web vulnerability scanner 

(<http://www.acunetix.com/vulnerability-scanner/>) scans for SQL injection, cross site scripting, 

Google hacking and many more vulnerabilities (Cross site scripting / XSS - How to find &amp; 

fix it with a web scanner). 
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Measures for Users 

One of the measures users can take is disabling scripting languages in their browser; this 

provides the most protection but has the side effect for many users of disabling functionality that 

is important to them. Users should select this option when they require the lowest possible level 

of risk.  

They should also be selective and precautious about how they initially visit a web site; 

this will significantly reduce their exposure while still maintaining functionality. Users should 

understand that they are accepting more risk when they select this option, but are doing so in 

order to preserve functionality that is important to them. 

Unfortunately, it is not possible to quantify the risk difference between these two options. 

They must also make sure they are updated on the current security threats relating to websites 

and the new ways XSS attacks occur, so that they are more aware of the risks. 

Another measure for a user is to only follow links from the main website instead of from 

some website which they come across just surfing. If one website links to CNN for example, 

instead of clicking on it, users should visit CNN's main site and use its search engine to find the 

content. Users should be very careful while opening emails, email attachments, and bulletin 

board posts. 

Web Page Developers and Web Site Administrators 

Web page developers and website administrators must ensure that the output is validated 

where pages are dynamically generated. This is one of the most important measures for 

developers to keep in mind. Developers should restrict variables used in the construction of 

pages to those characters that are explicitly allowed and to check those variables during the 

generation of the output page. In addition, web pages should explicitly set a character set to an 
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appropriate value in all dynamically generated pages E.g. Converting < and > to &lt;  and &gt;  ( 

and )  to &#40; and &#41;, " to &#34;, ' to &#39, and also # and & by translating them to &#35 

(#) and &#38 (&). Developers should also limit server responses and also enforce response 

lengths. Web server administrators should apply patches as suggested by their vendor from time 

to time. 

XML Injection 

XML stands for EXtensible Markup Language. Its focus is on data, rather than formatting 

and allows programmers to create their own customized tags to store data.  

There are two types of XML Injection: 

1) Using Xpath 

2) SOAP 

XML Injection using XPath 

XML Path or XPath is a language for finding information in an XML document. XPath is 

used to navigate through elements and attributes in an XML document. Path expressions are used 

to access elements and attributes in an XML document, which return a node-set, a string, a 

boolean or a number. XPath contains a library of 100 built-in functions like boolean values, date 

and time comparison, string values etc. 

XPath Injection attacks usually occur when a web site uses user-supplied information to 

construct an XPath query for XML data. An attacker can easily find out how the XML data is 

structured, get sensitive data or get privileges which he is not authorized for by intentionally 

malformed information to the website. 

Querying XML is done with XPath, a type of simple descriptive statement that allows the 

xml query to locate a piece of information. Like SQL, certain attributes can be specified to find 
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matching patterns It is important that the part of input accepted from the user (i.e. the user 

generated part of the page) is sanitized to verify that it does not mess up the XPath query and 

return the wrong data. 

The XPath attack is similar to SQL injection, in this, it queries the document where the 

data is stored illegally to get sensitive data or to get the structure of the XML document (XPATH 

injection – OWASP). There are different forms of attacks, which are as follows. 

Bypassing authentication 

If XPath is used to check the authenticity of users, the user name and passwords are input 

and checked against an XML file containing this information. Here, the XPath query used for 

bypassing authentication can be 

 

FindUserXPath = {[UserName/text()='blah' or 1=1 or 'a'='a' And 

Password/text()='blah']} 

 

This logically means 

 

[(UserName/text()='blah' or 1=1) or ('a'='a' And Pa ssword/text()='blah')] 

 

The above query will always equate to ‘True’ and hence the user will be able to login always. 

Extracting the XML document structure 

The query used to bypass authentication can be used to extract information about the 

XML document also. Suppose an attacker makes a guess that the name of the first sub-node in 

the XML document is LoginID and wants to confirm it. The query formed is  

String(//users[LoginID/text()='abc' or name(//users /LoginID[1])='LoginID' or 

'a=b' and passwd/text()=''])  
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If the attacker is authenticated it means that the guess was correct and the first sub-node 

is LoginID. The attacker can then use this to extract more information. This provides the user 

with the information about the structure of the XML document (XPath injection in XML 

databases: Palisade). 

XML injection attack through SOAP based web services 

Web services are services that are made available from a business' web server for web 

users or other web-connected programs (Web services). Most web services communicate over 

HTTP and are essentially still carried out the functions of normal web applications and thus they 

are prone to suffer from same vulnerabilities like their counterparts. 

In case of web services the data is communicated between the client and the server in 

form of XML documents. These documents are a part of SOAP request. SOAP is a simple XML 

based protocol which allows the applications to exchange information over HTTP. XML is then 

processed within the web services thus prone to a variety of XML based attacks. 

The following are certain ways in which injection attacks are possible in web services: 

1) WSDL enumeration 

WSDL (Web Services Description Language) is a file in which the deployment details 

about a web service are maintained. It contains information about the functionality of the web 

service along with the expected syntax, the input to the web service and the output expected from 

the web service. It can also contain the location from which the web service is accessible. In 

other words web service is announcing its location, the methods it provides and assumptions it is 

making with regard to its inputs. Therefore, an attacker with malicious intent can try to look into 

the WSDL file and get all the pertinent details about the web service. 
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Many web services make the web service implementation freely available so that the 

users and other web based applications such as the portals can access them. Therefore WSDL file 

is freely available to all the users. An attacker can also use one of the following methods to 

retrieve the WSDL files: 

a) Appending? WSDL or .WSDL to the end of a service URL .Majority of times this will 

reveal the WSDL file. For e.g. if there is a web service on local host  named 

“RequestUserDetails’ having a “RequestSecurePort” which is  WSDL port then the 

attacker can use the following URL to get the WSDL file 

http://localhost:8080/RequestUserDetails/RequestUSerDetailsPort?WSDL 

 

Search engines will index all the WSDL files along with other pertinent files within a 

particular domain. With the technique also commonly called as “Google Hackin” the attacker 

can craft smart queries to find these WSDL files.(“Jason”)Some possible queries which could be 

given to the search engines are: 

Inurl:wsdl 

Inurl:asmx 

Indexof”/wsdl” 

Filetype:wsdl 

 

Universal Description and Integration (UDDI) servers provide a centralized repository of 

web services and the respective WSDL files. This is publicly accessible and thus a gold mine for 

an attacker who wants to launch a web service based attack. 
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Countermeasures against WSDL attacks include: 

·  Avoid publishing WSDL on UDDI or using authentication mechanisms to UDDI. 

·  Use measures to stop search engines from indexing the directories that host wsdl. For e.g. 

using robots.txt file. 

·  Disabling documentation on wsdl container. 

2) Using XML parsers 

XML streams are parsed at some point within the application logic. This is the prime 

place where an attacker could exploit the vulnerability. Generally two types of parsers are used 

namely DOM and SAX parsers. The biggest vulnerability with DOM based parsers is that the 

entire XML stream is loaded into a memory and a hierarchical object is created thus the most 

obvious type of attack will a Denial of service attack by inputting large XML files which will 

utilize large amount of server-side resources.  

<transaction> 

 <total>20000<total> 

 <creditcardNO> 

  <creditcardNO> 

   <creditcardNO> 

    <creditcardNO> 

     ---  

      ----     

       ----- 

 <expiration>11022011</expiration> 

</transaction> 
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Here the attacker has used recursion of XML elements to cause a DoS attack. 

SAX based parsers on the other hand are not susceptible to DoS attacks as they are event driven. 

Therefore they do not load the entire XML stream into the memory but they only load two 

elements in the memory. But they are more prone to XML based injection attacks. 

Countermeasures against XML parsers: 

·  Do not implement custom parsers and implement tried and tested parsers. (“Wilson”) 

·  Use SAX-base parsers whenever possible to safeguard against DoS attacks. 

·  While using DOM parsers validate the XML stream size against a maximum before 

parsing. 

·  Follow efficient validating techniques. 

3) Exploiting XML Validatiors 

XML stream are validated against certain rules which are defined in the DTD (Document 

Type definition).DTD is a common validation method which is used. The prime goal of the 

attacker in this case will be to break and bypass the validation. DTD can be defined in two ways: 

a) Internally within a XML document 

b) Externally using a reference file 

The attacker with malicious intent will aim to modify the internal DTD to match their input or 

simply reference an external file of their choice. 

Countermeasures against XML validators: 

·  Use XML Schema Definition (XSD) as opposed to DTD. This is because XSD are not 

defined within the XML document and thus cannot be altered by the attacker. (Jervis) 

·  Ensure that the all character before XML parsing and validation are validated properly. 
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·  If DTD is used then restrict the prologue portion that is section before the root element to 

be shown to the end user. 

LDAP Injections 

Introduction 

LDAP, Lightweight Directory Access Protocol, is an Internet protocol that email and 

other programs use to look up information from a server (What is LDAP?). LDAP is not limited 

to contact information, or even information about people. LDAP is used to look up encryption 

certificates, pointers to printers and other services on a network, and provide "single sign-on" 

where one password for a user is shared between many services. LDAP is appropriate for any 

kind of directory-like information, where fast lookups and less-frequent updates are the norm. 

LDAP Injection is primarily an attack technique used to exploit web sites that construct 

LDAP statements from user-supplied input. LDAP Injection attacks are not as common as the 

other types of injection attacks but they are more destructive then normal SQL injection or cross 

site scripting attacks. 

The most common use of LDAP in web applications is to enable users to easily search for 

specific data on the internet. An example of this would be a query taking in an argument for 

“user” and searching for the user’s cn (common name), mail, telephone, department, etc. Take 

into consideration a simple query: 

String ldapSearchQuery = "(cn=" + $username + ")"; 

System.out.println(ldapSearchQuery); (“LDAP Injection Vulnerabilities”) 

In this query, a simple username is a paramenter on which the LDAP database will be 

searched. If input to such a query is not sanitized then LDAP injection is possible. For example,  

if the attacker enters “*” as the username .Then the LDAP query will return every username in 
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the LDAP database. Another way of launching an attack would be to enter the username as 

“mike) (| (password=*)”.This will invariably return the password of the user whose username is 

“mike”. Note that such sort of attack will not be possible in case of an active directory structure 

where password is not stored at all and can only be reset by user having administrative rights on 

the active directory server. 

More lethal attack could be launched by an astute attacker once he knows a valid 

“username”. For e.g. consider that the attacker knows that “mike” is a valid user. The attacker 

could inject code in to the LDAP query by inputting the username as 

“mike)(|(homedirectory=*)”.The output of this query will be the subfolder in which the user 

mike lies . The subfolder is often called an organizational unit which indicates some hierarchical 

grouping of the directory objects. Therefore, if the output of the query comes out to be   

“/Gatech/Atlanta/COC/mike”, it clearly indicates to the attacker that mike is either an employee 

or a student who has some alliances with COC. For the attacker the fact that such hierarchical 

groupings or organizational units exists is more than enough information he needs to launch 

more serious attacks on any directory service. 

For example, the attacker can now launch a more devastating attack by inputting the 

username as simply “*” thus fetching all the users who are logically grouped in the COC 

organizational unit. Now the attacker has seemingly the complete knowledge associated with all 

the users and other resources in COC. By making subtle variations to the query string the 

attacker would slowly excavate information related to the entire LDAP database. If the attacker 

has permissions to alter any values in the LDAP database then LDAP injection attacks can lead 

to disastrous effects as he can change the passwords, email and the resources allocated to any/all 

users. 
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Countermeasures for LDAP Injections 

1) Incoming Data Validation (Faust) 

All client-supplied data needs to be cleaned of any characters or strings that could 

possibly be used maliciously. This should be done for all applications, not just those that use 

LDAP queries. The best way to filter out such spurious characters is by using regular 

expressions. For instance, the following regular expression will return only letters and numbers:  

s/[^0-9a-zA-Z]//g  

Make the filter as specific as possible. Any symbols or punctuations should be converted 

appropriately into their HTML encodings. For instance, if the user is submitting an email 

address, allow only the “at” sign, underscore, period, and hyphen in addition to numbers and 

letters, and only after those characters have been converted to their HTML substitutes.  

2) Outgoing Data Validation (Faust) 

All data returned to the user should be validated and the amount of data returned by the 

queries should be restricted as an added layer of security. For example a list of all the users 

should not be displayed to a normal user but at the same time a comprehensive list of users, 

resources and other hierarchical groupings should be made visible to the user with administrative 

rights if the need arises. Note that such functionality depends on the implementation of an 

application. 

3) LDAP Configuration (Faust)  

Implementing tight access control on the data in the LDAP directory is imperative, 

especially when configuring the permissions on user objects and even more importantly if the 

directory is used for single sign-on solution. The rights of the user who is logging in must be 
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checked to see if the user has the appropriate rights to change the data in the directory associated 

with him or for other users and resources. 

PHP Injection 

A PHP injection is a way of slipping malicious code in with someone else’s, while 

making the server think it is legit. PHP Injection basically refers to types of code injection 

attacks which allow an attacker to supply code to the server side scripting engine i.e. the PHP 

engine. PHP Injection is the exploitation of dynamic evaluation vulnerabilities, including file 

injection or similar code injection vulnerabilities. 

Dynamic Evaluation Vulnerabilities 

Evaluation Injection 

An evaluation (eval) injection vulnerability occurs when an attacker can control all or 

part of an input string that is fed into an eval() function call. eval() will execute the argument as 

code. This type of injection can be detected by checking if the inputs can be controlled by an 

attacker or by using an input of ‘phpinfo’ or by just checking the syntax of the statement fed to 

the eval() function. These attacks can be prevented by avoiding the use of the eval() function or 

use only whitelists of acceptable values to insert into eval() calls. 

Dynamic Variable Evaluation 

PHP supports variables or expressions that evaluate to the names of other variables. They 

can be used to dynamically change which variable is accessed or set during execution of the 

program. However, if the variable names are not controlled, an attacker can read or write to 

arbitrary variables, depending on the application. The consequences depend on the program. In 

some cases, even critical variables such as $_GLOBALS can be modified. 

Example: 

 $varname = "myvar"; 
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 $$varname = 10; 

 echo $myvar;    

 

The variables can be detected using expressions like:  

 $$varname  

 ${$varname}  

 ${$var.$name}  

 ${arbitrary expression}  (Full Disclosure: Dynamic Evaluation Vulnerabilities in PHP 

applications) 

These types of attacks can be prevented by using whitelists of acceptable values of variable 

names. 

Include File Injection 

This is another type of PHP injection. A normal URL to call a PHP page could be 

something like  

 http://xyz.net/index.php?page=malcode.php 

This URL calls the index page and also the ‘?’ acts as an include by pulling the contents of a 

specified file i.e. malcode.php into index.php. This page malcode.php could be anything which 

could be included in the index page of a legit website. Supposing an address of some malicious 

script which were either hosted remotely or resident on the same machine is appended after the ?, 

this file is pulled into and posted into the index page. This would definitely affect the site 

heavily. 
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EMERGING THREATS  

The following are a list of the newest types of threats that are emerging and what would be 

coming in the future. 

 
Cross-Site Request Forgery (XSRF) 

The CSRF name was given by Peter Watkins (peterw@usa.net) in a June 2001 posting to 

Bugtraq mailing list. The basic idea of XSRF is simple; an attacker tricks the user into 

performing an action by directing the victim’s code on the target application using a link or other 

content. 

For example, the link http://www.google.co.in/search?q=OWASP+Mumbai causes 

anyone who clicks on this link to search for “OWASP Mumbai”. This would be harmless. 

However, a link like below 

http://users.mastek.com/EditProfile?action=update&location=mumbai&value=india hints that it 

can be accessed by an authorized user using a cookie or browser authentication.  

Links can be easily obfuscated so that they appear to go elsewhere and to hide words that 

might disclose their actual function. XSRF attacks effect applications that use either HTTP GET 

or HTTP POST. HTTP GET requests are easier to exploit.  

When the browser makes this call it replays the cookie and adopts an identity. This is the 

key aspect of the request. If an application makes a judgment on the basis of cookies alone, this 

attack will succeed. In Web 2.0 applications Ajax talks with backend Web services over XML-

RPC, SOAP, etc. It is possible to invoke them over GET and POST. In other words, it is also 

possible to make cross-site calls to these Web services. Doing so would end up compromising a 
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victim’s profile interfaced with Web services. XSRF is an interesting attack vector and is getting 

a new dimension in this newly defined endpoints scenario. These endpoints may be for Ajax or 

Web services but can be invoked by cross-domain requests.  

There is a myth that XSRF is a special case of XSS. But the fact is XSRF is a distinct 

vulnerability, with a different solution. XSS mitigation will not remediate XSRF attacks. 

Although this type of attack has similarities to XSS, cross-site scripting requires the attacker to 

inject unauthorized code into a website, while cross-site request forgery merely transmits 

unauthorized commands from a user the website trusts. Compared to XSS, CSRF attacks are not 

well understood by many web developers and few defense resources are available.  

XML Poisoning 

  XML traffic has increased because common formats like MP3 files and Microsoft Word 

documents can now be sent as XML. Additionally, the fact that SOAP envelopes and WSDL 

files can carry embedded macros and files increases the risk of exchanging Web services 

messages. In Web 2.0 applications, XML traffic goes back and forth between server and 

browser. Web applications consume XML blocks coming from AJAX clients. It is possible to 

poison this XML block. Attacker can also apply recursive payloads to similar - producing XML 

nodes multiple times. If the engine’s handling is poor this may result in a denial of services on 

the server.  

Many attackers also produce malformed XML documents that can disrupt logic 

depending on parsing mechanisms in use on the server. XML schema poisoning is another XML 
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poisoning attack vector which can change execution flow. This vulnerability can help an attacker 

to compromise confidential information.  

 RSS / Atom Injection  

RSS feeds are common means of sharing information on portals and Web applications. 

These feeds allow both users and Web sites to obtain content headlines and body text without 

needing to visit the site in question, basically providing users with a summary of that sites 

content. Unfortunately, many of the applications that receive this data do not consider the 

security implications of using content from third parties and unknowingly make themselves and 

their attached systems susceptible to various forms of attack.  

These feeds are consumed by Web applications and sent to the browser on the client-side. 

One can inject literal JavaScripts into the RSS feeds to generate attacks on the client browser. 

During the presentation phase the readers treat the data as a literal and thus execute any script 

contained in the feed, usually a JavaScript. An end user visits this particular Web site loads the 

page with the RSS feed and the malicious script – a script that can install software or steal 

cookies – gets executed. With RSS and ATOM feeds becoming integral part of Web 

applications, it is important to filter out certain characters on the server-side before pushing the 

data out to the end user.  

WSDL Scanning and Enumeration  

WSDL (Web Services Definition Language) is an interface to Web services. Since the 

WSDL document includes all of the operations that are available to the consumer, it is 

straightforward for a hacker to run through all of the operations with different message request 
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patterns until a breach is identified. This “knocking on every door until one opens” approach is 

usually effective when poor programming practices are employed or simply the result of 

operations that were excluded from published WSDL documents yet are still up and running for 

some reason.  

Unnecessary functions or methods kept open can cause potential disaster for Web 

services. It is important to protect WSDL file or provide limited access to it. In real case 

scenarios, it is possible to discover several vulnerabilities using WSDL scanning.  

HTTP Request Splitting 

These attacks are constrained by a single factor: the presence of a web proxy (reverse or 

forward). These kind of attacks are generally found in LAN or WAN. HTTP Request Splitting 

attack take advantage of a base implementation of asynchronous requests like XMLHttpRequest.  

A HTTP Request Splitting attack essentially injects arbitrary headers when an HTTP 

request is built. For example:  

var myNewRequest = new ActiveXObject("Microsoft.XMLHTTP"); myNewRequest.open 

("GET\thttp://www.evilsite.com/page1.html\tHTTP/1.1\r\nHost:\twww.evilsite.com\r\nProxy-

Connection:\tKeep-Alive\r\n\r\nGET","/page2.html",false); myNewRequest.send();  

A JavaScript forged as in the previous code will send the following requests:  

GET http://www.evilsite.com/page1.html HTTP/1.1 Host: www.evilsite.com Proxy-

Connection:Keep-Alive  
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GET /page2.html HTTP/1.1 Host: www.evilsite.com Proxy-Connection:Keep-Alive  

Now if there is a proxy in middle, it will see two requests asking for pages at 

http://www.evilsite.com and will get corresponding two responses. What happens is, from 

browser’s perspective only one request has been sent, so the second response is simply put into 

the browser queue waiting to be associated to the next request. Therefore if a user now makes a 

new request like http://www.mybank.com , the browser will echo the queued response instead of 

the original page of mybank.com. The request to www.evilsite.com/page2.html can execute a 

malicious JavaScript at client browser and can control a user’s browsing session as well.  

Malicious AJAX Code Execution  

AJAX calls are very silent and end-users would not be able to determine whether or not the 

browser is making silent calls using the XMLHttpRequest object. When the browser makes an 

AJAX call to any Web site it replays cookies for each request.  

For example, Sunny has logged in to a shopping site and has been authenticated on the server. 

After completing the authentication process he gets a cookie identifying him as authenticated 

user for all further requests. Now he browses other pages while still logged in to his shopping 

site and lands at an attacker’s Web page. On this page the attacker has written silent AJAX code 

which makes backend calls to his bank without Sunny’s consent, fetches critical information 

from the pages and sends this information to the attacker’s Web site. This leads to a security 

breach and leakage of confidential information. 
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CONCLUSION 

So rapid is the innovation of attacks that the most sophisticated attack today is already on 

its way to obsolescence the next day. With the advent of Web 2.0, the gamut of attacks keeps on 

increasing at an exponential rate. Even though Web 2.0 makes web applications more interactive 

and improves the user experience, it also pushes more code execution onto the client browser. 

Web 2.0 describes advanced internet technology and applications including blogs, wikis, RSS 

and social book-marking.  A report by the GTISC (Georgia Tech Information Security) suggests 

that the emerging threats expected to increase and evolve in the future include Web 2.0 and 

client-side attacks, Targeted messaging attacks, Botnets, Threats targeting mobile convergence 

and Threats to Radio Frequency Identification (RFID) systems.  Hence, it is important to keep up 

pace with each new web application attack and develop countermeasures for them. 

Secure coding practices must be followed by web developers. Web applications must be 

on guard all the time. Web applications are accessible 24 X 7 from any place in the world from a 

multitude of devices. The application needs to be on its guard all the time disallowing attempts 

that are likely to create chaos. The application needs to log and report untoward activity that 

takes place on the web site. 

In order to make the application usable, there is a need for trust but also an equally 

important need to verify. Any input coming from a browser needs to be verified at the server. 

The validations performed on the browser can easily be bypassed by turning scripting off. An 

application needs to be designed, developed and deployed with security in mind. Security cannot 

be an afterthought. The cost of patching an application after deployment is much more than 

building the application with a focus on security. A secure mindset keeps on anticipating the 

failures that can take place in every component of the system. 
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